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What is 'fake news?'
With so many sources of information online, it has become
difficult to make sense of what content is based on fact, half-
truths or lies. 

The use of digital platforms to share things we believe to be true
when they may not be can have a powerful ripple effect,
influencing others to see them as facts. This can be especially
dangerous for young people, who can be persuaded to take on
distorted views of the world that could cause them or others harm
in the real world. 
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The internet and social media have changed the way we learn about the world around us. With so many
sources of information, it can be hard to keep up with what is real and what is fake online. Increasingly, those
creating ‘fake news’ (disinformation and misinformation) are making it more difficult to spot. At times even
well-established news organisations find themselves reporting on stories based on false information gathered
through social networks which originate from a fake post (an example of this is the Blue Whale challenge).

While having access to information is vital, the increase of fake news online, particularly around the COVID-
19 pandemic, has made it more urgent to help children and young people develop their critical thinking to
spot the difference between fact and fiction online. From research, it is thought that only 2% of children and
young people in the UK have the critical literacy skills they need to tell whether a news story is real or fake.

If you feel that an individual has been negatively influenced by a 'fake news' story or
is involved with the distribution of misinformation within the College, please inform
the Safeguarding Team. Internet Matters has created articles looking into examples
of misinformation and how to challenge and support young people, which can be
found here, or via the QR code on the right. 

https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/learn-about-fake-news-to-support-children/
https://www.internetmatters.org/hub/expert-opinion/latest-fake-news-phenomenon-blue-whale-suicide-game/
https://www.internetmatters.org/?s=misinformation
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A Guide to Social Media - INSTAGRAM SPECIAL
Instagram is a photo and video social networking service that allows users to
create profiles, upload photos, create 'stories' and apply filters, tags and
hashtags for others to browse and follow.

However, Instagram may also put users at heightened risk of various threats
commonly associated with social media. Below is a more detailed report into
the possible risks of  using Instagram. 

Predators
The internet is an ideal forum for predators to find victims because they can disguise their
identities and talk to children privately. As it’s so popular with minors, Instagram is the site most
used by child predators. They may send or request inappropriate messages or pictures, and use
said pictures as blackmail. They can even subscribe your child’s account to other unwanted
accounts without their knowledge or consent.

Mature Content
If your child only follows real-life friends and doesn’t search for anything, they’ll hopefully only
see clean content. However, it’s likely that they’ll follow strangers, potentially exposing
themselves to sexual content, harsh language, drugs, and dark subjects, like suicide. They may
also be manipulated by marketing. Also, despite Instagram’s policy against nudity, pornographic
content can be found on the site.

Cyberbullying
The internet makes it easy to bully people anonymously, sometimes in virtual mobs. Some
cyberbullies create new Instagram accounts to publicly abuse their victims. In addition to this,
there’s an especially damaging method of harassment called doxing, in which the abuser finds
and publicly publishes someone’s personal information often encouraging mobs of strangers to
harass the victim or call their employer.
 
Impact Upon Mental Health
A study conducted by the Royal Society for Public Health found that out of YouTube, Twitter,
Facebook, Instagram, and Snapchat, Instagram is the worst for one’s mental health. This could
be linked to the jealousy, frustration and disappointment that develops when viewing others’
seemingly perfect lives. Even many adults believe that the lives of others are as glamorous as
they look online. Though correlation isn’t causation, several studies have found that teens who
spend the most time on social media are the most likely to be depressed. 

Potentially Dangerous Challenges
The internet promotes many silly fads, such as planking and the ice bucket challenge. Some are
more dangerous than they appear. For example, the cinnamon challenge requires someone to
swallow a spoonful of cinnamon without water in one minute. Doctors warn that this can cause
choking and even respiratory failure. 

Private Messaging
Instagram's private messaging may lead users to take risks under the false impression of
security. One risk they might take is sexting, which may lead to blackmail, public humiliation,
and legal repercussions. They may also talk to bad influences such as predators, drug dealers,
or badly-behaved peers. The illusion of privacy and misplaced trust may lead users to share
private information such as their address, and they may also opt to meet up with strangers, not
fully understanding that their online personas may be fake.  

Information taken from an article found on 'TechUntold' website, written in December 2022
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